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Abstract

Access to the Internet through wireless access points (typically wifi routers) is both simple and common. In this paper, the legal restrictions on “sharing” an Internet connection in this way are assessed. Criminal offences that could apply to the use of open networks, such as dishonest use of a communications service or unauthorised access to a computer, are considered, as are issues of criminal and civil liability and terms of use affecting the owner of the router. It is suggested that there are advantages to sharing and that these provisions unnecessarily restrict the development of what would be of benefit to society. Furthermore, the problems encountered by proponents of municipal and community networks based on a collection of wireless access points, in terms of competition law but also other matters, are summarised. The paper concludes with an assessment of the links between the various aspects of wireless Internet policy, suggesting that it is necessary to recast relevant legal provisions so as to avoid granting disproportionate protection to Internet service providers (ISPs).

[This article was presented at the SCRIPTed “Governance of New Technologies” conference held in Edinburgh on 29-31 March 2009.]

DOI: 10.2966/scrip.060209.355




 © Daithí Mac Síthigh 2009. This work is licensed under a Creative Commons Licence. Please click on the link to read the terms and conditions.
1. Introduction
In this paper, it is argued that the adoption and full realisation of the benefits of new technologies supporting wireless use of the Internet are constrained by a diverse range of legal provisions. The focus is on the problems relating to sharing Internet connectivity through wireless access points. Consideration is also given to the difficulties encountered by proponents of municipal and community wifi networks. The scientific advantages of enhanced wireless connectivity are shown to be in conflict with some of these established legal norms although, in the context of information technology (IT) law more generally, other philosophical and practical challenges do of course exist. The developing issue of so-called “white space” Internet access is briefly explored, considering whether this debate shows a maturing in the approach of legal systems to the use of wireless technologies in the “last mile” between backbone/ISP networks and the individual user. 
It is contended that while technological novelty cannot be considered in isolation, and wireless technologies do not solve every problem, the key problem is that “Internet access” is not, as yet, treated in a way that enables the full exploitation of the potential of wireless solutions. This is particularly true in the cases of the legal provisions discussed in this article, e.g. the individual issues encountered by the casual user and the difficulties presented by competition law considerations to municipal planners. In a world where wireless Internet access itself has been the subject of rapid development, with the ability to watch video
 being a particularly important example, this suggests that there are many opportunities for Internet access to become a substitute for (or complement to) traditional broadcast consumption – if this is not already the case.

This is especially the case where the metaphors in use are inappropriate and lead legal authorities, in particular, to bring unnecessary criminal charges or restricting actions in the public interest. The question of metaphors is a familiar one, and has been discussed in particular in the case of copyright.
 It is already proving a relevant one, too, in terms of the policy issues associated with wireless access.
 Ultimately, the choices made have an impact on the construction of contemporary public, cultural and virtual spaces and therefore are a matter of social importance beyond the undoubtedly interesting questions of IT law that arise. 

In section 2, I set out the benefits of sharing, alongside the various associated objections and concerns. Drawing upon these “mixed messages,” I consider the legality of using (section 3) and providing (section 4) an open wireless access point. Finally, section 5 includes a discussion of other approaches to wireless connectivity, focusing on the use of multiple access points in “municipal wi-fi” networks.
2. Why share?
Wireless access points (often referred to as “wifi routers” or similar; the abbreviation WAP is used in this article) are available in retail outlets, often supplied by ISPs to new customers and inexpensive. The vast majority of laptops currently sold to customers (whether domestic or business) have wifi functionality built in as standard and a wide range of other devices (such as iPhones) are similarly equipped. Communication between WAPs and suitable devices is normally by way of permitted use in an unlicensed spectrum, such as in the 2.4GHz band,
 and certain standards (such as the IEEE’s family of 802.11 protocols) and certifications (most notably, that of the Wi-Fi Alliance) are in use.
While there are many other uses to which a WAP could be put by the person using it (for convenience, referred to here as the “WAP Admin”), the most recognisable one is the “sharing” of a single Internet connection (typically delivered through DSL or cable by a retail ISP). Indeed, in many cases the WAP admin (who is also the customer of the ISP) will simply connect a suitable ISP-supplied modem to the point of cable or DSL entry to the home and the WAP to the modem, and use it exclusively for enabling laptops and other devices to connect to the Internet. The WAP can be open (i.e. any device can connect to it), secured through one of a range of options such as wired-equivalent privacy (WEP) or wifi protected access (WPA), or open but subject to controls on access to the Internet (browser-based authentication). By design, sharing is possible; furthermore, consumers are notified that “going wireless” carries with it significant benefits (e.g. being liberated from a single, fixed connection point). 
The first question we must address, then, is what are the problems associated with this simple system.
 There are many who mix enthusiasm with caution. For example, the Commission for Communications Regulation (Comreg) in Ireland sets out the advantages of “home networks” (of which wireless networks are cited as one example):
 the reduction of the need for equipment and wires; the possibility for including everything from security systems to kitchen appliances in the network; and the ease with which services like Internet protocol TV (IPTV) can be delivered to the home. It is added that “Internet connection sharing” is an advantage, while “security” is a challenge – “with hacking and phishing becoming more prevalent, it is crucial that the appropriate security measures are put into place to protect the network (the wireless network range may spread outside of your house).”
This statement deserves further investigation. The advantages of wireless technology are being presented as promoting domestic convenience and enabling the home user to take full advantage of the commercial services offered by telecommunications providers. Indeed, the split between internal co-operation (printer sharing, wifi-enabled fridges and the like) and external exclusion (security being crucial) is quite remarkable. A domestic network is thus sanitised and enables the household to buy more services (or make good use of existing services) without challenging the business model of the provider. 
It is therefore useful to consider the Comreg statement as a warning of possible “dangers.” Certainly, with acknowledged issues relating to the security of an open network, a national regulatory authority (rather than an ISP, which would have obvious, selfish reasons to discourage any sharing) can clearly make an impact on user behaviour. The key issue here is that when an individual makes use of an open WAP, they may be able to use that WAP to access information on other machines using that WAP or connected to the domestic network. Therefore, statements by experts about possible criminality and antisocial activities on the part of the person who takes advantage of the sharing are no doubt treated with some seriousness (and reported dutifully by non-specialist media). The chief technology officer of a well-known computer security company (Sophos) argues that 
Stealing Wi-Fi internet access may feel like a victimless crime, but it deprives ISPs of revenue. Furthermore, if you've hopped onto your next door neighbors' wireless broadband connection to illegally download movies and music from the net, chances are that you are also slowing down their internet access and impacting on their download limit.

Whether the advice is based on security, social manners or legal issues, the nature of the threat and the ways in which it can be ameliorated by those who still wish to “share” should form a part of the analysis. In particular, where a public body is involved, protecting its independence from the regulated industry and credibility with the consumer would suggest that it is necessary to approach the “sharing” question with more caution.
For present purposes, the presumption that sharing Internet access (i.e. with the consent or acquiescence of the WAP admin) is wholly without merit is set aside, so that we can proceed with an assessment of where responsibility for such actions lies. This is particularly important in the context of purported illegality associated with sharing. Acknowledging (and explaining below) that open WAPs will be found by walking down a typical city street, or auto-detected and auto-joined by some (legally available) devices, and that attempts to bring these individual facilities together for a collective purpose as mesh networking are popular,
 certainty in the legal arrangements is desirable. With this in mind, I now turn to consider a question that many users cannot but ask: if they connect to an open WAP and proceed to use it for purposes such as unobjectionable Internet access, do they violate any laws?

3. Is it legal to use an open WAP?

3.1 Obtaining an electronic communications service
The question here is whether use of the Internet through an open access point is a criminal offence. Our starting point is section 125 of the Communications Act 2003, which provides that: “A person who- (a) dishonestly obtains an electronic communications service [ECS], and (b) does so with intent to avoid payment of a charge applicable to the provision of that service, is guilty of an offence.”
ECS (an aspect of the EU Framework Directive)
 is elsewhere defined as: “a service consisting in, or having as its principal feature, the conveyance by means of an electronic communications network of signals, except in so far as it is a content service.” This is not a general definition of “services,” but a specific term of art within telecommunications law. Section 125 is based on section 42 of the Telecommunications Act 1984, a statute which put into place certain aspects of the deregulation of telecommunications. Section 42 of the 1984 Act reads: “A person who dishonestly obtains a service to which this subsection applies with intent to avoid payment of any charge applicable to the provision of that service shall be guilty of an offence.”
“A service to which this subsection applies” was a licensed telecommunications service, excluding certain broadcast-related services. The statutory intent here is extremely clear – it allows those who use a telecommunications service without paying for it to be held to account for those actions. Cases where this section was material included: the connection of equipment to telephone lines to avoid calls being registered for billing purposes;
 the placing of calls without payment for the purpose of inflating premium-rate revenues;
 and, most peculiarly, in Farrant, the use of a military-issued mobile telephone by a member of the forces for calls to premium-rate chat lines.
 But how is this applicable in the case of Internet access? 
The conviction of Gregory Straszkiewicz
 is an example of the successful use of section 125, and a number of published reports indicate that arrests have been made and cautions issued with reference to the same section.
 In other cases, however, it is not clear what the alleged offence was.
 What is particularly interesting about this category of cases is that, as WAP admins are not known or expected to “charge” for the use of their networks, it can only be concluded that the offence is not access to the WAP or the home network, but use of the Internet connection (i.e. access to the wider network), therefore evading the “charge” that the ISP would normally require for connection (a broadband subscription). This would satisfy subsection (b) of section 125 (although the untested finding in Farrant might suggest an alternative - if stretched - approach). 
This is still an unusual approach and one that would seem to owe more to a theoretical analysis of market conditions (would the user have entered into a contract with the ISP for a subscription were it not for the free alternative?) rather than the enforcement of the criminal law. A user with a subscription to a telephone service would presumably, following this approach, be forbidden from allowing others to use unlimited calling plans as the making of calls by others would be an illegal deprivation of revenue. This is absurd, but is it any more absurd than charging users of open networks? What is important about this is that, if the harm is suffered by the ISP (the party that would receive payment), then the dishonesty is surely also expressed in relation to the ISP. Notwithstanding this, it is hard – impossible, perhaps – to distinguish between the use of an open network without the consent of the ISP’s customer (the WAP admin) and use with said consent. It is also unclear what emphasis is placed on the requirement for “dishonest” obtaining of the service: clearly the intention here is to refer to the established body of case law on dishonesty (the Ghosh tests – i.e. dishonest by the standards of reasonable, honest people and realising that the behaviour was dishonest by these standards).
 It is far from certain that either element would necessarily be satisfied in a typical case – particularly in the light of the widespread use of WAPs by reasonable, honest laptop and iPhone users.
The reasonable approach would be to say that the Communications Act does not catch this type of behaviour as there is no intent to avoid a (non-existent) charge. However, in the absence of proper consideration by a court, the uncertainty persists. An alternative approach is to charge under the Computer Misuse Act: this has been reported in a number of cases
 –and is discussed in more detail below – though, in some of the cases reported by the news media, it does appear that the required elements may not have been fully tested. A separate but related point is that users are advised to be aware of the dangers of using open networks as the network can be a fake one or subject to monitoring/abuse of some sort.

The origin of section 125 in telecommunications law is part of the problem. Older telecommunications offences have been based on the protection of the integrity of a single national network with clear boundaries and familiar billing systems. This is particularly apparent in the case of Ireland, where the older legislation has been added to and reinterpreted over time rather than replaced by a new offence, as was the case in the UK. The Postal and Telecommunications Services Act 1983 (creating inter alia a new State-owned telephone company, Telecom Éireann) provides that: 
A person who wilfully causes the company [Telecom Éireann] to suffer loss in respect of any rental, fee or charge properly payable for the use of the telecommunications system or any part of the system or who by any false statement or misrepresentation or otherwise with intent to defraud avoids or attempts to avoid payment of any such rental, fee or charge shall be guilty of an offence.

The parliamentary record indicates that this section “penalises the fraudulent or attempted fraudulent use of the telecommunications system. This closes a gap in existing laws.”
 After a series of amendments, the section is still in force, but in a confused fashion. First “the company” was changed to “a licensed operator,” reflecting the first stage of liberalisation.
 Subsequently, by way of statutory instrument transposing the package of EU directives on electronic communications, a reference to a licensed operator has been construed as a reference to an authorised undertaking covered by the minimalist general authorisation procedure.
 The original definition (“the telecommunications system or any part of the system”) is narrow, and is grammatically absurd even after the 1999 amendment (changing to any licensed operator). There is no longer something that, even at that time, we could call “the system.” Is there not a distinction between “the telecommunications system” (public) and a broad definition that encompasses a wide range of systems and service providers? Furthermore, there is the explicit reference to “loss” (as distinguished from section 125 in the UK). Section 99(1) in Ireland has indeed been used against a person cloning mobile phone SIM cards, though it was clear in that case that there was loss.

Attempts to modify old provisions protecting public utilities appear well-intentioned, but can still cause difficulties. A good example here is section 326(1) of the Criminal Code of Canada, where the historical origins are clear.

Every one commits theft who fraudulently, maliciously, or without colour of right, (a) abstracts, consumes or uses electricity or gas or causes it to be wasted or diverted; or (b) uses any telecommunication facility or obtains any telecommunication service.

In this context, one particular case should be considered: inadvertent descrambling of a scrambled TV signal was not covered by this provision; “ensuring adequate scrambling was up to the pay-tv company, as viewers who receive unscrambled signals through no connivance of their own do not offend [this section],”
 (i.e. by not satisfying the first element (fraud/malice/without right)). Indeed, for those who defend the use of open WAPs, this is in fact quite encouraging as it suggests an approach that would not define such conduct as criminal (at least under this heading).
Finally, in the case of the UK, it must be suggested that Parliament has added additional complexity through enacting section 11 of the Fraud Act 2006 (dishonestly obtaining services).
 This general offence (replacing a older offence of obtaining services by deception)
 is the classic situation whereby a person “orders a meal in a restaurant knowing he has no means to pay,”
 explained in the explanatory memorandum as including: the use of false payment details or other false personal information to obtain “data or software … made available on the Internet to a certain category of person who has paid for access rights to that service”; decoding television signals “for which [the person] has no intention of paying”; and, curiously, “a situation where a person climbs over a wall and watches a football match without paying the entrance fee – such a person is not deceiving the provider of the service directly, but is obtaining a service which is provided on the basis that people will pay for it.”
 An “act” is required (explained in Parliament as excluding the possibility of guilt based on an omission). This section is potentially capable of capturing unobjectionable Internet use on the same basis as the broad interpretation of section 125. There is also the point that the language of the section, with its reference to “payment having been made” could exclude certain types of fraudulent transaction where payment is made by an intermediary (e.g. a card issuer).
 Perhaps this point is also relevant in the case of using paid-for flat-rate Internet access through connection sharing?

3.2 Unauthorised access
The second approach, as suggested above, is to charge the person using an open WAP with an “unauthorised access” offence, of which there is some version in most jurisdictions. It is not yet clear, though, precisely what “access” is being penalised. This brief analysis is thus subject to that essential point being clarified at some future time.

A well-known example of this type of action in the US is the “Peterson incident”, where an individual parked outside a cafe using an open WAP apparently without the permission of the WAP admin was convicted of an unauthorised access offence.
 Although the offences vary from state to state, this particular offence, in Michigan, was in relatively straightforward terms:
A person shall not intentionally and without authorization or by exceeding valid authorization . . . access or cause access to be made to a computer program, computer, computer system, or computer network to acquire, alter, damage, delete, or destroy property or otherwise use the service of a computer program, computer, computer system, or computer network.

Similar provisions are in force in other states and have been used in some cases for relatively minor proceedings.
 Cannon’s analysis of the US position shows that there have been nine prosecutions for access to an open WAP under either state “unauthorised access” provisions or other provisions,
 pointing out that, while there is some variation between the language, state laws can be classified into two categories: those where the onus is on the individual to establish that access to the open WAP is authorised (29); and those where no such presumption of lack of authorisation operates (11). 
Furthermore, the use of “unauthorised access” as the charge is itself controversial in the light of recent developments. Significant attention has been paid to the trial of Lori Drew,
 who was convicted of misdemeanours (but acquitted of felonies) in relation to the Computer Fraud and Abuse Act (CFAA) (unauthorised access offences). As she was said to have violated the MySpace terms of service (by failing to comply with the terms in respect of real identity), authorisation was not “granted” and therefore the use of the service was unauthorised and covered by the Act. This meant that certain of her acts (gathering information on a person) were in violation of the law. For the purposes of the analysis of wifi use, this case is relevant in that it gives a very narrow definition of authorisation and could again expose users of open WAPs to further charges despite thinking that their access is authorised. Of course, US law has also shown itself willing to accept the use of trespass to chattels as an alternative to the CFAA in appropriate cases.

In the UK, the Computer Misuse Act 1990 creates various offences relating to the use of computers, as its title would indicate. As already noted, it is said that section 1 (as amended by the Police and Justice Act 2006) of the Act is engaged by some use of open WAPs: 
A person is guilty of an offence if (a) he causes a computer to perform any function with intent to secure access to any program or data held in any computer, or to enable any such access to be secured; (b) the access he intends to secure, or to enable to be secured, is unauthorised; and (c) he knows at the time when he causes the computer to perform the function that that is the case.

The Act was the product of quite some discussion with the ability to prosecute “computer crime” – in particular the successful challenge to convictions for what was clearly undesirable conduct not directly covered by existing provisions.
 There was some disagreement between the Law Commission and Scottish Law Commission on whether there should be a requirement for benefit/loss. The approach of the former (no requirement) prevailed.
 It is also the case that the original section 1 offence is now triable either way and attracts a penalty of up to two years.
The scope of section 1 is potentially quite broad. In Ellis v DPP,
 for example, the defendant used university computers (which were password-protected but had been left logged on by authorised users). The unfortunate Mr Ellis “drew an analogy between what he did with the computers and picking up someone else's discarded newspaper to read” when interviewed by a police officer.
 This appears a fair analogy, but his conviction was affirmed without significant discussion.
 On a related matter, although the point has not been directly addressed by the courts, it is noted by some scholars that there should be at least a proper notice in place in order for access to be considered unauthorised.

Looking at the approach across the Commonwealth is also helpful. For example, some individuals in Singapore have been charged
 with an offence under the jurisdiction’s Computer Misuse Act: “any person who knowingly ... secures access without authority to any computer for the purpose of obtaining, directly or indirectly, any computer service.”
 This offence appears to be based on that of Canada (section 342.1 of the Criminal Code, introduced in response to a decision that a “computer” was not a “telecommunications facility” and therefore not covered by existing law),
 and is similar to offences across the Commonwealth, such as that in New Zealand,
 though there is still some variation in the level of intent or knowledge required. 
In both cases in Singapore, it appeared to be more than mere Internet use at issue (although the networks were in both cases open and unsecured). Garyl Tan Jia Luo was a young person who had been banned from using his parent’s Internet connection and was involved in an argument with the owner of the network he was using (a neighbour), while Lin Zhenghuang
 was said to have posted a bomb hoax for which the WAP admin was initially investigated by the police. Drawing on Cannon’s taxonomy discussed above, these offences do appear to have a slightly clearer approach to the question of intention (although there are potentially significant differences between them).

It does seem inappropriate, though, to charge the “misusers” by using an offence that is, by its terms, not limited to inappropriate use or situations of dispute between the user and the owner of the router. What this approach does is classify a wide range of people as engaged in criminal conduct (to which there may be no obvious defence) with a seeming reassurance that the offence is only prosecuted where other factors are present. Indeed, given that new devices such as the iPhone are set up not just to connect to available open networks but to swap with ease between mobile and wifi networks – a developing trend across a range of devices – and efforts have been made to collect all sightings of open WAPs
 – there is no excuse for ignoring the fact that countless users will be using open networks on a regular basis. As with the discussion of the network use offences above, the purpose of the statute deserves consideration. The Computer Misuse Act is about the “protection of the integrity and security of computer systems.”
 Is this the most appropriate way to regulate wifi sharing?

4. The position of the WAP admin
Even if all issues relating to the use of the open WAP by the passing stranger were resolved, there would still be questions to consider regarding the WAP admin. This means that it remains difficult to advise the ISP’s customer on what course of action is advisable. One particular question that faces the person who owns the router and pays for the Internet connection – aside from any issues associated with the use of the connection by others – is that of liability. In debates over the introduction of new measures to restrict the downloading of material in violation of copyright law, the question of what sort of responsibility the customer of the ISP has for the actions of others using an open WAP has arisen. Unfortunately, it does seem that the “solution” to the question – from the point of view of those who would support the “graduated response” of cutting off the Internet access of alleged infringers – is to instruct or require the customer to secure their WAP in order to avoid incurring liability or disconnection.

Limited consideration was given to a slightly different question in the US – the unsuccessful raising of the possibility of third-party use by a WAP admin charged with child pornography offences (in the context of a challenge to a warrant which, it was argued, was incorrectly issued). This does point to potential division. The US finding could be seen in a different light, though, in that the possibility of third-party use was not enough to displace the lower requirement (probable cause, which is some distance from “beyond a reasonable doubt”) for the issue of a warrant. The conviction itself in this case was supported by significant evidence and other factors.
 A similar argument was alluded to, but not accepted, in the English case of Ashton v Rusal.
 In this case, an action including a claim based on breach of confidence was commenced. One argument advanced (at an early stage, in this reported decision dealing primarily with jurisdiction) by the defendants was that they could not be responsible for the alleged breach (access to the applicant’s computers by the defendant) as the defendant’s network (in Russia) included a WAP near to a university. The defendant’s case was not assisted by the fact that the network was partially secured (MAC authentication) and thus the scenario would involve not just MAC address spoofing but also that it happened in (apparently clearly proven) access to the applicant’s computers (in the UK), with the parties being in the progress of long, bitter litigation on various matters. Hirst QC (sitting as deputy judge) agreed that the applicants had shown that there was a serious issue to be tried. The case, then, is of some interest. Nevertheless, it is unlikely to be a controlling precedent in more ambiguous cases – an encouraging point in light of the criticism of the section 125 and Computer Misuse Act cases discussed above.
Aside from questions of legal liability, there have been a number of influential statements (particularly from the computer security industry) that encourage WAP admins to secure their networks. This is generally on the grounds that failing to do so compromises the security of data on the WAP admins’ computers and can also allow malicious users to “eavesdrop on communications.”
 This was achieved by force of law in India earlier this year, where it was reported that police made use of a general provision on crime prevention (“Every police officer may interpose for the purpose of preventing, and shall, to the best of his ability, prevent, the commission of any cognizable offence”): “If a particular place's Wi-Fi is not password protected or secured then the policemen at the spot has the authority to issue notice to the owner of the Wi-Fi connection directing him to secure the connection.”
 Again, if it is necessary for the actions of the WAP admin to be restricted, this should not be by fiat any more than it should be by contract. Finally, some research indicates that WAPs are a point of vulnerability in a coordinated attack – with some modelling of data in New York suggesting that modification of firmware on a large scale would be rapid and not particularly difficult.
 However, even in the light of widespread concern about reliability and emergency management, it should be remembered that there are many “vulnerable” systems (demonstrated in a number of the prominent attacks on or using transport in New York, Madrid and London) and a response should thus be considered in the light of the rapid change in the working methods of those who would engage in criminal conduct, balanced with the social harm caused by restrictive measures. Turning off and smashing up all the routers would, of course, guarantee no hacking.

The “open” approach still prevails in the cases of some prominent bloggers and activists, who declare that they have made a conscious choice to provide an open network through their router.
 Indeed, while large-scale and credible research is required, even the anecdotal work carried out to date indicates that a significant proportion of WAP admins do not secure their network (whether by deliberate choice or non-action – i.e. accepting the default settings).
 A middle path is suggested by the requirement in California that relevant equipment (WAPs, essentially) be labelled with information on how to secure (close) the network.
 However, some ISPs are still quite adamant on the matter. Although practice has varied over time,
 some still restrict through terms of service.
 It is fair to wonder whether these terms are notified to users in an appropriate fashion for the purposes of the law on consumer contracts as they may indeed be quite restrictive and onerous. Take, for example, the UK ISP Karoo, which currently requires its customers to agree that: 

[Karoo] shall be entitled to terminate the Service immediately if We discover that . . . you have permitted (whether knowingly or not) a third party (or third parties) to access the Service using a wireless connection over Your Communications Line.

Along with a possible “requirement to close,” though, there is the further question of the status of the WAP admin. On a number of occasions, it has been suggested by commentators that WAP admins providing open networks would be engaged in the providing of a service for the purposes of (US) federal law and thus would be subject to a financial penalty for failure to comply with monitoring obligations. This is confused by the fact that the provisions supposedly creating obligations for the subscriber were already in force and the Act was extending the obligations and penalties without a change to the underlying definitions.
 In the context of the introduction of “data retention” legislation, this is a question of some concern: is the café owner, or indeed the private householder, to be subject to the same obligations as the market-leading ISP?

On the other hand, should the open network be an electronic communications service, then it may be protected by provisions such as Article 12 of the E-Commerce Directive
 as a mere conduit. One factor of possible note from an EU point of view is whether the service is provided “for remuneration” (an essential component of EU law due to the requirement for a Treaty basis – i.e. the provision of Treaty services). It has been suggested that where there is an “exchange relationship” (where mutual access is granted within an organisation or pursuant to an agreement), this element is satisfied.
 It is submitted that, if this is the case, organisations involved in such activities must give detailed consideration to the rights and obligations of EU law that would be triggered by a decision to participate.
5. Municipal and Community Wifi
5.1 Introduction
Wireless access is not just about domestic WAPs, though. Over the past few years, there has been a great deal of excitement – and scepticism – over the possibility of wireless Internet access being provided across a wide area (in particular where the provider is a local governmental authority). Referred to as “municipal wifi,” the idea is attractive in that it brings together concepts of new technology, localism and a right of access. However, it is also a significant threat to the established players in the Internet access market, who are naturally suspicious of anything that looks like State intervention or subsidy. Indeed, the concerns raised relating to competition law have been a major – and, it is argued, disproportionate – factor in the development of municipal wifi proposals. 

It is not intended to argue that competition law has no role to play, but instead that other rationales for the various projects, particularly those in relation to access to information and cultural participation, have been played down and disregarded. This makes it seem to the casual observer that the purpose of the legal interventions into municipal wifi is the protection of incumbent ISPs. One example of a broader social purpose to wide availability of Internet access through wifi is the role it plays in the construction of public space. Two competing possibilities on what this means are suggested by Hampton and Gupta in an ethnographic study of the use of wifi in public and semi-public spaces: that the wide availability of wifi will encourage greater participation in public spaces; and that said use will further the trend towards private interaction (distracting the user from interacting with co-present others).
 The research that they carried out indicated that there was a distinction between two classes of users – true mobiles and placemakers – who were both present in the same space as observed. Powell has recently made the case that the better model is that of community wifi as more akin to a public park, providing a space for creativity.
 There are also different approaches taken as to the use of open networks provided by locations such as coffee shops: some take no action; others use it creatively as a way of advertising their core products (such as naming the WAP with an advertising slogan like HaveYouTriedTheCarrotCake);
 while others again take steps to discourage ongoing use, such as the removal of power outlets, communicated rules, limiting use during peak hours, and informal staff actions (“can I get you anything else”) designed to dissuade non-purchasing occupants from continuing their use and taking up a space that could be used by a paying customer.
 
5.2 Competition law in Europe
The European Commission has had cause to address this issue through the application of its competition law powers. One particular project, in Prague,
 was given a “conditional approval”
 but, in practice, this was a fundamental change in the municipal wifi model. The conditions were so onerous as to move the project from “Internet access” to a very limited, content-specific service – the difference, perhaps, between a local authority opening a library primarily supplying the books of others and putting up a simple billboard with information leaflets. While it is understandable how advocates of the proposals would like to see the positive aspects of the Commission’s decision (and the Commission itself was at pains to point out that it was not rejecting the scheme), this is in reality a defeat for the philosophy that Internet access itself is a tool for empowerment and a proper concern of progressive local authorities.
The Commission found that the Prague proposal, intended to provide for Internet access in general, could only go ahead if it was limited to use by public servants in the performance of their duties (a contemporaneous proposal from the Welsh Assembly for a similar purpose was also approved by the Commission), or use by the general public but limited to accessing Government websites. It is the latter aspect that is deserving of particular attention. The idea that the Internet can be so neatly subdivided – Government websites and other websites – flies in the face of any reasonable person’s observation of Internet use. Of course, Government websites are of particular importance in terms of the citizen’s relationship with the State and restriction of access to them is, prima facie, troubling. There is, however, no “Government Internet” from the point of view of the user (indeed, public sector websites could only be defined by way of a compiled list in many jurisdictions, given the diversity of domain names now in use) and the rationale for supporting access to the Internet does not break into the easy categories that the Commission would believe. Indeed, in the context of the history of freedom of expression, creating a separate category for one-way Government expression is itself quite dangerous, in that it encourages the creation of a specific path for the State expressing itself to citizens, but little ability for the citizen to criticise or respond. The user of municipal wifi under the Prague compromise is thus free to read the press release of a Minister, but not to write a blog entry criticising it or watch a video clip posted by an opposition party. This would be disturbing as applied to conventional forms of media, but in the case of the Internet is beyond baffling. The Commission’s arguments are necessarily surreal, arguing that the project is acceptable because there will be no advantages to the providers of public sector websites or to website users of allowing access!
 

On the other hand, supporters of the Prague decision can easily point to the development of modern telecommunications networks across Europe as a result of the progressive liberalisation of the various national markets and the restrictions on the incumbent (and often State-owned or formerly State-owned) enterprises. The present situation in many member states is characterised by a diversity of providers and an apparent incentive for investment and technological development, although this has been questioned by some. Certainly, care should be taken not to disturb this although, as the power of the incumbents diminishes, concerns must also be raised that a system based on a number of private providers and little public involvement substitutes a dominant ideology (the free market of retail ISPs) for a dominant player (the incumbent telecommunications operator). A compromise (perhaps based on careful use of tendering) may yet be possible. This does require some speedy action; the Prague decision has also had an impact on other proposals, without requiring formal intervention by the Commission. For example, a planned network in Dublin was abandoned at a relatively early stage
 as it was clear to those concerned that the project was too similar to that originally proposed by Prague. The local authority decided instead to explore other options such as free Internet access in libraries – which itself is interesting, as libraries themselves do appear to be inconsistent with the strict application of competition principles. Furthermore, the idea of walk-in Internet access (even for fixed, desktop machines) is the business model of the cybercafé as well as the familiar feature of the modern library. It is unfortunate that there has not been a clear ruling on this point. Indeed, the Dublin decision not to proceed was the subject of criticism from unlikely sources, such as the local Chamber of Commerce.
 Meanwhile, in the US, a number of states have intervened to prohibit municipalities from developing networks.
 Interestingly, the economic basis for restricting State investment is being challenged
 and there is also some diversity in the models adopted by cities,
 indicating that there may indeed be no single reason that public authorities should not have an interest in the area. 
It can be said that the strict application of competition law principles (or specific statutory restrictions on investment) play a similar role to the overextension of criminal offences regarding use of communications services and unauthorised access, in that the legal moderation of end-user behaviour is designed to protect “the network” (or, in reality, the network provider – the ISP) without regard to how this affects the ability of the end-user to use the Internet. If this position was ever defensible, it is questionable whether it is of any value today. Even accepting the success of liberalisation in the European Union (which, of course, is not replicated in other jurisdictions such as the US, where choice is still limited in many areas), it may be necessary to reformulate the issue as one of mixed telecommunications and media/information elements, recognising that competition law in the case of ‘pure’ media has long attracted special provisions with regard to the cultural and social importance of media pluralism. If Internet access is only seen by the law as a by-product of the more important policy object of network protection, this will not be possible.
5.3 Other issues
Projects in the US have also failed to develop as expected in many cases, with the plans being described in the New York Times as “tripped up by unrealistic ambitions and technological glitches.”
 The key weakness in many US proposals appears to have been the agreements with private sector providers. These became the subject of disputes with the commissioning authorities – particularly in relation to cost and profitability. It is also the case that the reported reduced cost to the consumer of Internet access per se and also wireless connectivity in particular has had an impact on the demand (and thus the incentive for public-private partnerships) for municipal services, which could mean that one of the reasons for State intervention in the US (the high cost of Internet access) is being addressed through other means (i.e. increased competition between Internet service providers). That said, there are ongoing concerns regarding the cable/digital subscriber line (DSL) duopoly in the US, and the prospect of addressing this through municipal wifi appears to no longer be a realistic one. 
There is also the important question of what level of filtering, if any, is permissible. Given that municipal wifi and other collectively managed wireless internet services involve some measure of administrative oversight, the temptation to restrict use is clearly significant. In Powell’s study of municipal wifi projects in two Canadian cities, she finds that users on the network characterised by a greater degree of freedom were three times more likely to create and distribute original (user-generated) content.
 On the other hand, the impact of the launch of “in-flight” wireless Internet access was diminished by the acknowledgement that such access would be filtered (for decency as well as commercial purposes, i.e. pornography and Voice over Internet Protocol (VOIP))
 above and beyond the normal practices of “wired” ISPs on the ground, despite no legal requirement for such. Restrictions on peer-to-peer use (whether legal or otherwise) are unfortunately common, as is increasingly the case for established (DSL/cable) broadband ISPs too.
 

5.4 Sharing – the key to municipal wifi?
Furthermore, it is contended that there is the possibility for useful interaction between the “wifi sharing” and “municipal wifi” debates. The first wave of development is that related to communities like FON,
 where WAP admins agree to establish a FON-enabled WAP (though only open to other FON members, and protected by various security devices). In return, the member is assured that they can make use of the WAPs of other FON members around the world. It is also possible for WAP admins to earn money through the system by allowing users (“Aliens”) who have purchased a “FON pass” (i.e. a user who is not sharing through their own WAP but wishes to use the admin’s WAP). Of course, the contractual restrictions of the ISP are relevant: FON requires participating WAP admins to “check if you are permitted to share bandwidth in accordance with your ISP user agreement as you are solely responsible for compliance with the ISP´s contractual obligations.” FON is a serious player backed by familiar names such as Google and Skype and participating in joint agreements with the likes of ISP BT. The BT agreement is particularly interesting, with users being able to opt in (or from March 2009, be automatically opted-in!)
 to the “BT FON community,” where they will provide access to the Internet through their BT-supplied Internet connection through a FON-enabled WAP and be able to use FON WAPs around the world. This tolerated sharing, in the context of the application of section 125 of the Communications Act, adds further confusion.
However, in general it can be said that FON’s business model is still under debate,
 and it is more properly described as a semi-open system, in that the WAP is typically “closed” but can be used through authentication. Additionally, a second wave is now with us. Useful work has been carried out to build a technical and policy template for “tunnelling” – a system whereby the user connects to an open WAP and onwards through a secure connection to an existing access point of their own (e.g. their home ISP). This approach protects both the WAP admin and the user against certain legal and security risks.
 This is argued to be of particular relevance within a community of interest where mutually convenient access is granted to members, with the membership being voluntary but based on a general organisation (or even a specific geographic region such as a municipality). In the context of difficulties experienced by municipal wifi project and the increasing availability of domestic WAPs, this approach – and that of FON and its alternatives – may become more significant. It is suggested that further clarification on the outstanding legal aspects (such as the power of the municipal authority to establish such a scheme, or indeed the inconsistent application of access and network provisions of criminal law) would be significantly beneficial to proponents of both FON-like systems and also the tunnel-based solutions.
5.5 White spaces?
It is obvious that the very idea of wide-area wireless Internet access remains a compelling one. Various attempts have been made to make this a reality, such as WiMax and other projects, and increasingly the use of 3g services supplied by mobile phone operators (to “ordinary” consumers as well as users of smartphones, etc). The project that has been the subject of much attention over the past year, though, is the use of part of the soon-to-be-vacated spectrum presently allocated for traditional over-the-air analogue ultra high frequency (UHF) television (TV) broadcasting.
 Part of this spectrum, referred to as 700MHz or “white spaces” could be used for “unregulated” broadband access (i.e. permitted unlicensed use along similar lines to wifi at 2.4GHz but with the potential for high quality and good distance). It is the subject of policy processes in various jurisdictions, most notably in the US.
 This has highlighted the difficult challenge for regulators in controlling competing claims for access to spectrum while also playing a part in a more general debate about Internet access and broadband competition. The pace of development here has been rapid, with devices tested in late 2008 appearing to address most of the complaints made by incumbent users of the spectrum at issue.

Indeed, some players such as Google (consistent supporters of alternative forms of Internet access for various reasons) suggest that there is a link between the goals of municipal broadband and the parallel debate on the use of the white spaces
 and its founder lauds the decision to open up this spectrum as a victory for “science over politics.”
 However, aside from Google’s (understandable) economic self-interest in high-speed Internet access being available to users, it is obvious that there is a strong political dimension to the “white spaces” proceedings as part of the broader consideration of the role of Internet access. Choosing neither to allocate nor to auction but, instead, to designate for use by (partially regulated) devices requires concerted political effort and an understanding of communications policy. It is, by Federal Communications Commission (FCC) standards, a relatively risky approach. Separately, it has been criticised by some parties (broadcasters, as well as current users of spectrum for short-range devices such as wireless microphones). 
6. Conclusion
It is suggested that the thread (or cloud?) connecting domestic WAPs, municipal wifi and spectrum reform is a desire to enable the use of the Internet by individuals, rather than the management of a network in the interests of service providers. Some of the legal provisions criticised in sections 3 and 4 are more appropriate to large, discrete networks rather than the flexible, atomised wireless commons. Consider instead, however, a situation where the law protected the ability of the WAP admin to share and the external user to connect, and where analyses of spectrum allocation and competition law could be informed by a declaration (whether administrative statutory, constitutional or mere policy) that providing access to the Internet with the maximum possible freedom of action and of use reserved to the user was itself important. In the context of rules on state aid which might hamper municipal wifi, this is clearly important. In addition, below the surface of the white spaces debate was the idea that those opposed to current ISP policies could built a “freer” network at 700MHz. This, though, is by no means a foregone conclusion. 

The advantages of a coherent approach either driven by community organisation or democratically accountable local governmental authorities is apparent – nothing should stop the café owner from choosing one model or the other. If, however, the social goals of increased Internet access are to be met, it cannot be left to the mercy of the ups and downs of the caffeinated beverages industry. White spaces Internet access may be better, though – despite the premature declaration of victory of November 2008 – there are important decisions to be made in that regard too. The potential for the social benefits of increased and encouraged “calculated co-presence”
 (where individuals share physical and social spaces but are able to pursue a range of goals including in conjunction with others in a different space) must be an ever present reminder of what we are seeking. Inappropriate legal constraints on or actions against WAP admins, wifi users or public authorities acting in the best traditions of the local library or park (if one may be permitted to use a metaphor!) are a clear and present threat to this model. An evolving regulatory understanding of the purpose of Internet access, suggested in the white spaces decision, hints at a possible way forward.
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