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Abstract
Since the mid 1990’s, spam has been legally analyzed primarily as an issue of balancing commercial speech with consumers’ privacy. This calculus must now be revised. The possible deleterious consequences of a piece of spam go beyond inconvenient speech and privacy invasion; spam variants such as phishing and “malspam” (spam that exploits security vulnerabilities) now result in large-scale identity theft and remote compromise of user machines. The severity of the spam problem requires analyzing spam foremost as an international security issue, expanding the debate to include the dynamic impact of spam on individual countries’ economies and the international system as a whole. Spam creation is becoming a flourishing competitive international industry, generating a new race to the bottom that will continue to escalate. Although the majority of spammers reside in the United States and a majority of spam appears to originate in the U.S., spam production is being increasingly outsourced to other countries by U.S. spammers.  Similarly, as U.S. authorities begin to prosecute, spammers are moving offshore to less regulated countries. Therefore, spam presents an international security collective action problem requiring legislative action throughout the international system. A paradigm shift on the national and international level is required to forge an effective international spam regulatory regime. Spam regulation should be contemplated in tandem with the development of data security legislation and closing pre-existing doctrinal gaps in contract, computer crime and jurisdiction law, harmonizing all these bodies of law simultaneously across the international system to form a coherent international data control regime.   
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1. Introduction

Unsolicited commercial email or “spam” has filled inboxes almost as long as inboxes have been in existence. Like the internet itself, spam has undergone evolution as have the legal challenges it presents. Historically, spam has been primarily conceptualized as a legal issue of annoying or unwanted but likely constitutionally protected commercial speech.
 However, today’s spam is fundamentally different; it is no longer the essentially harmless electronic equivalent of postal mail. Rather, spam has become primarily a vehicle for criminal activity that, in particular, harnesses security-compromised machines on an international basis. Consequently, a reconceptualization of our legal frameworks is necessitated. We must now analyze spam first and foremost as an international security issue. 

This article examines the definitional complexity of “spam” and its historical evolution from essentially harmless commercial speech to a serious international security threat. Next, this article undertakes a discussion of current regulatory efforts to stem spam and argues that these efforts are suboptimal in part because they do not contemplate spam as an international security issue. Finally, this article analyzes the escalating international spam crisis as a threat to critical international infrastructures, discussing the economic and social significance of increasing participation of developing countries as both spam generators and recipients. By doing so, this article reframes spam as a collective action problem requiring coordinated international effort. Successful regulation analyzes the spam crisis from a user-centered perspective that places such new regulation in context of comprehensive data security legislation and other legislation.   

2. Spam Yesterday, Spam Today, Spam Tomorrow: Historical, Economic and Social Context
The term “spam” is, in many ways, an inherently subjective label. “Spam” has meant different things to different people at different points in time. However, regardless of the definitional subjectivity, by any definition, spam is exacting an economic toll on its recipients and the economies of which they are part. It has evolved from merely a problem of annoying commercial speech to a problem of primarily fraudulent speech exposing recipients to security risks. Four critical problems currently exist in crafting a successful social policy approach to spam: (1) definitional uncertainty with regard to what constitutes “spam” and the need to include criminal conduct as part of the definition; (2) a collective action problem in exacting punishment for spammers; (3) increasing outsourcing of spam labor and the internationalization of the industry; (4) overcoming the failed regulatory efforts to date and their inertia.

2.1   Problem 1:  Definitional Uncertainty and Hesitation in Acknowledging the Arrival of Malspam

Although today the term “spam” is usually associated with unsolicited email communications, the term has been historically used to refer to several different technological phenomena involving unwanted communications. Spam dates as far back as the late 1970’s when an employee of Digital Equipment Corporation sent a mass message over ARPAnet
 advertising his company’s opening of offices in California to computer researchers.
 In the 1980’s, participants in MultiUserDomains (MUDs) saw spam in the form of large amounts of data being sent to databases to crash them and generating text using a program to flood a chat session.
 In 1993, a USENET moderator wrote a buggy program, and unintentionally sent a message over 200 times to a single USENET group,
 and in 1994, in one of the best known incidents of early spamming, two Phoenix lawyers posted an advertisement for immigration law services on USENET, reaching thousands of USENET groups.
 It was also through USENET that the first large-scale email harvesting by spammers began to occur, and spam began to arrive through mass emails.
 Today, it is estimated that 15 billion pieces of spam email are sent out daily,
 at least 65% of which is sent with intent to defraud.
 New variants on old themes of spam are also emerging, as spam through instant messaging applications
 recreates some of the unwanted communication problems previously seen in MUDs.  

However, some new variants of spam present entirely new threats: a merger of spammers and virus writers
 is generating spam which intentionally capitalizes on a user’s weak information security to siphon data or computing resources from a user without the user’s knowledge. This “malspam” problem is already at a critical level:  it is estimated that as much as 80% of all spam currently results from “zombie drones” 
 or security-compromised computers that have been turned into spam platforms controlled remotely by spam senders.
  A corollary new variant of spam is phishing. During a phishing attack, an attacker sends unsolicited email that “spoofs”
 sender information to deceive recipients into believing that the unsolicited email originates from a trusted source, such as a financial services provider.
 The consumer is then directed to a website to “verify” sensitive personal information such as a social security or credit card number.
 Phishing fraud losses measured between approximately $500 million and $2.4 billion last year in the U.S. alone.
 

Spam has been primarily conceptualized in the U.S. legal literature as a problem of annoying or inconvenient speech,
 similar to unsolicited postal mail, faxes, and telephone calls.
 In the EU, on the other hand, spam has frequently been conceptualized as a privacy question, pitting notions of individual privacy against freedom of trade.
 Although this conceptualization may have been appropriate at the beginning of spam’s history, increasingly the risk of security compromise resulting from new variants of spam is at odds with this characterization.
 These new variants of spam, which comprise a burgeoning percentage of spam, have turned it into a high-stakes criminal enterprise; spam is now more about crime than about speech.   

The primary comparison from a free speech standpoint, postal mail
 is no longer apt as an analytical tool for spam. The parallel between postal mail and email ends starkly when the security risk of each is taken into effect. One in every 16 emails has been found to carry a virus.
 Little risk exists that one in every 16 postal mail items will attempt to criminally harm the recipient. Most importantly, perhaps, unlike postal mail, email demonstrates rates of fraud so high that email is potentially being killed as a communication medium. The pervasiveness of spam has impaired users’ sense of control over availability of their own systems to the extent that users started to use the internet less as a consequence of spam.
 This loss of use arises not only out of annoyance at filtering through their inboxes to find a handful of legitimate messages, but also from fear of fraud.

To date, this fundamental shift in the character of spam toward criminality has not been adequately acknowledged in either the security community or the legal community, neither of which views spam primarily as an issue of security that potentially threatens national critical infrastructures.  
2.2.    Problem 2:  Positive Economic Incentives to Spam with Few Negative Consequences, Especially for Malspam and Phishing  

Information thievery ventures are highly lucrative for spammers, with some professional spammer employees earning salaries in excess of $100,000 per year, and spam entity owners earning millions of dollars per year.
 Consequently, strong financial incentives exist for spammers’ innovating technologically to stay in business. Meanwhile, pursuing spammers presents a type of collective action problem; it is in everyone’s collective interest to eliminate spammers, however it is in no one’s individual interest to allocate adequate resources to eliminate all spammers themselves. For example, for internet service providers, they do not wish to have customers plagued by spam but, until a critical amount of its resources are usurped, an ISP has little incentive to make sure it is now being used as a spammer base or relay point. This collective action problem impacts both the likelihood that entities will self-police and privately pursue spammers through legal action. A similar collective action problem exists on the international level; although the United States ostensibly has most incentive to allocate resources toward attacking the spam problem as both the top spammer and top recipient of spam, this dynamic has begun to shift with the internationalization of spam. 
According to some sources, 80% of spam comes from approximately 200 spammers, most of whom reside in the U.S.
 However, the U.S. FTC has prosecuted under 100 individuals and entities for spam fraud.
 This limited number of prosecutions stems from limited agency resources and the ample resources and technology skills of spammers. Spammers’ emails frequently pass through numerous relays and switches to obscure the path of the email, making forensics cumbersome.
 In at least one case, the Federal Trade Commission traced twenty-one separate switches to locate a spammer,
 and in another the spammer used as many as 514 different email addresses in 35 countries on six continents.
 Spammers are aware of these constraints on time, money and physical resources to track them. 
2.3   Problem 3:  The Internationalization of the Spam Industry
Spam is increasingly international in scope, both among recipients and spammers.  On the recipient side, four in five messages (80%) sent to U.S. email addresses are spam.  Although this percentage represents the highest in the world, the percentage of spam is on the rise throughout the rest of the world as well - in the United Kingdom, spam represents, 52 percent of all email, in Germany, 41 percent, and in Austria, 32 percent.
 Recipients of spam are no longer primarily U.S. residents.

Similarly, on the production end, although approximately 65% of the world’s most prolific spammers reside in the United States, 
 the problem is progressively more international in nature. The United States’ hegemony in as top spammer haven is in decline: only approximately only 23% of spam appears to now originate from the U.S.
 This number is down from 42.53% in 2004.
 Although the top spammer resides in the U.S., numbers two and three reside in Eastern Europe
 other countries are entering the spamming marketplace and their market share is increasing. South Korea now generates approximately 7.5 percent of spam, China (including Hong Kong) produces approximately 20 percent, France sends out approximately 5.2 percent, and Spain, approximately 4.8 percent.

The changing character of spam toward primarily a criminal enterprise also drives spam internationalization in production. As spam and malware converge, the spam industry is and will continue to shift toward a closer virtual and physical proximity to malware authors. Most malware code writers now live outside the U.S.
 Similarly, zombie drones around the world are harnessed by spammers as a method of concealing the origination point of spam, particularly through techniques such as  “invisible bulletproof hosting,”
 a method of track erasing that creates a supposedly untraceable site by using space on legitimate servers. Because ISPs usually shut down a websites and IP addresses used by known spammers, this method of hosting creates an address that changes constantly by shifting among security-compromised systems. 

Further, the market in security compromised machines, which now feeds the spam industry, is not a dominantly U.S. market. Recent arrests in Germany and elsewhere have provided useful information into the international market in zombie drones.
 This market in compromised machines is big international business: the price of these BotNets (DoSNets) was roughly $500 for 10,000 hosts during summer 2004 when the MyDoom and Blaster (the RPC exploit worm) first appeared on the scene. Non-exclusive access to compromised PCs sells for about five to ten cents each per minute currently.
 An unprotected personal computer can be owned by an attacker in four minutes, and turned into a zombie drone in only 10 hours from anywhere in the world.
 Approximately 250,000 new zombies are identified per day with approximately 5 million total zombies currently in operation.
 The greatest incidence of zombies is not in the United States, it is in the EU (26.16 per cent). The United States is second in incidence (19.08 per cent) and China is third (14.56 per cent).
  

The threat to international critical infrastructure posed by this international market in zombie drones used for spam is severe. For example, one Polish spam group uses over 450,000 compromised systems, “most of them home computers running Windows high-speed connections” all over the world.
 Eastern European organized crime syndicates have also begun launching extortion rackets against businesses in other countries, threatening them with attacks from zombie drones compromised through spam.
 Similarly, according to FBI sources, the Eastern European mafia views spam as its “9 to 5 job.”

2.4      Problem 4: Failed Regulatory Efforts and Incorrect Paradigms

When recharacterized as an international security issue that threatens critical infrastructures, the urgency of controlling spam becomes evident. Regulatory efforts have been underway for some time to little avail. With regard to the technology industry, what might be termed “West Coast Code,” borrowing Lessig’s terminology,
 anti-spam and anti-phishing working groups have been put in place, generating few results. Similarly, legal regulation or “East Coast Code” appears to have not fared much better. 

2.4.1. West Coast Code Regulation:  Industry Regulatory Effort Failures and the IETF
Technological measures to address the spam problem have been to date largely ineffectual. The primary source of regulation through this “West Coast Code” has been through the International Engineering Task Force, a cooperative technology body with little transparency into its processes.
 Two primary proposals were proffered to IETF for authenticating senders and limiting domain name spoofing and repudiation of spam
 – Sender ID and DomainKeys. SenderID was a proposal offered by Microsoft to authenticate the identities of senders of email and, thereby ostensibly, mitigate the spam problem.
 Based on the sender’s server IP address, SenderID was intended to eliminate domain name spoofing by preventing repudiation of email and holding ISP’s accountable for spam sent from through their services by confirming that each email message originated from the internet domain it claimed. Consequently, recipients could seamlessly reject messages that claimed to be from an IP address that had not been declared by the alleged sender.
 Several critiques of SenderID were raised, including the fundamental incompatibility of its license terms with those of open source products
 and a question regarding Microsoft patents of key SenderID technology,
 leading AOL, for example, to lose faith in the project.
  Currently the proposal appears to be fatally stalled in the IETF.  

DomainKeys, the proposal of Yahoo!
 and Sendmail, was termed a “cryptographic authentication solution”
 to the problem of phishing; it uses public-key cryptography to let users verify that a message actually comes from the domain that is listed in the sending address. Each ISP or mail provider that implements the system has a private key that it uses to sign all outgoing messages and publishes its public key in the Domain Name System records. In this manner, DomainKeys would also certify that the contents of the message have not been altered in transit. Because all outgoing email servers would "sign" messages using a digital certificate, recipients could reject messages that did not comport with a listing in the World Wide Web registry.
 Although DomainKeys received more positive responses in the IETF and public debate than SenderID, the technology itself is now in question. It appears that spammers have already begun using the DomainKeys technology to make their messages appear more legitimate.
 If this is in fact the case, the technology is already of diminished value. Similarly, security researchers have been able to alter the signatures generated through DomainKeys, thereby “breaking” or at least diminishing its efficacy.
  This research gives credence to the likelihood that DomainKeys cannot long withstand spammer circumventions, if at all.   

IEFT, despite its activity on spam in 2004, has been largely silent on the issue of spam since then. Arguably, it admits this failure on an affiliated website;
 the Anti-Spam Research Group of the Internet Research Task Force of the IETF states that it has not endorsed any particular technologies and does not anticipate doing so in the future.
 In fact, the group’s efforts have been quelled to the point that spammers have managed to paralyze the Anti-Spam Research Group Wiki, which has been “temporarily disabled” until they “set up some authentication to keep the spammers out,”
 as well as the discussion list archive of the group which consists entirely of spam postings.
 Even in the instances where these regulatory efforts through computer code have been effective against spam from the standpoint of preventing annoying or unwanted speech and preserving privacy, the extent of criminality implicated by spam today complicates the West Coast Code regulatory picture. 
2.4.2.   East Coast Code Regulation:  Legal Regulatory Approaches 
Nascent international spam regulatory efforts are underway but have not yet fully taken shape. The Organization of Economic Cooperation and Development has set up a task force to examine spam and begin making recommendations for international cooperation on spam regulation.
 Similarly, a London Action Plan was entered into in 2004 by 19 bodies from 15 countries attending the London international spam enforcement workshop organised by the OFT and the US Federal Trade Commission.
 The Asia Pacific Economic Cooperation ministerial meeting agreed to principles for fighting spam,
 and the International Telecommunications Union through the World Summit on Information Society has also begun to consider methods of controlling spam.
 Over 20 countries currently have some variant of spam legislation.
 Enforcement of these statutes has been spotty, at best, and any deterrent effects of such prosecutions appear to have been minimal.  

Meanwhile, in the United States in late 2003, Congress passed legislation to create national uniformity in spam email legal regulation, the Controlling the Assault of Non-Solicited Pornography and Marketing Act (the “CAN-SPAM Act”),
 which became effective as of January 1, 2004.
 In general, the CAN-SPAM Act prohibits fraudulent or deceptive sender, subject or content information, dictionary attacks
 and address harvesting.
 It also requires that the option to opt-out from future mailings be provided in spam email, that such requests are honored, and that sexually explicit materials are clearly labeled as such.
 Despite the Act’s creation of a private right of action for internet service providers (ISPs),
 the Act pre-empts most state spam statutes, in whole or at least in substantial part.
 As such, it removes private rights of action granted by some state anti-spam statutes which have effectively been used by ISP’s, nonISP business, and consumers to obtain recourse against spammers.
 The Act has received mixed reviews at best to date
 and leaves many loopholes which may catalyze a boom in certain types of spam.
 Some reports indicate that most spammers, as high as 95%, are ignoring the law or are only making very superficial modifications in connection with it to appear in compliance.
 This said, a recent $7million settlement reached by Microsoft Corp. with a renowned spammer demonstrates that some recourse is available under the act for determined litigants.
  

Overall, it is fair to assess both West Coast and East Coast Code regulatory efforts as largely ineffectual in curbing spam and the harms that accompany it. A new approach is warranted.

3.  The Race to Preserve Critical Infrastructures: Leveraging Organizational Code Regulation

The ideal regulatory approach will facilitate emergence of a self-sustaining cooperative spam effort among consumers, business and regulators. Through looking at the dynamic interactions of spammers, users, governments and business, patterns in behaviors become visible. These patterns of strategic interaction themselves create a type of regulation on the system, an “organizational code.” Finding and acknowledging these patterns offers guidance for crafting future spam policy. 

3.1    Adopting a User-Centric Approach to Spam Regulation 

One of the most serious threats posed by spam is a breakdown of user trust in the internet. The goal of many technologists and legislators in crafting approaches to both spam and to internet security generally has been to construct a technological and legislative “black box,” excluding users from their own protection and governance as much as possible. Although such an approach is undoubtedly more elegant a structure from an engineering standpoint, it falls short on building user trust in the medium.  Although some users may be growing numb to yet another email about herbal supplements, others are using the internet less as a consequence of spam.
 The more virulent strains of spam will undoubtedly further erode their trust in the internet as a commercial medium. Spam is a social problem that will not be remedied by enlisting only a few members of society. In a world where the vast majority of users receive spam generated by the security-compromised machines of other users, the calculus of free speech versus consumer protection begins to shift. Users must be helped to learn to protect themselves or at least feel included in their own protection. Specifically, a user-centric legislative and technological approach is one that is constructivist in nature.  

Constructivist learning occurs in the space between a user and the technology, helping the user learn to help herself. A constructivist approach is inherently situated and interactive; it recognizes that a user’s knowledge is perspectival and evolutionary.   A constructivist approach to spam remediation will assist the user in building an internal body of knowledge and experience that is continually open to modification and expansion. One of the goals of this type of learning is the transference of control from the teacher to the student and to encourage students to socially construct meaning with peers on an ongoing basis.
 In other words, a successful approach to building trust with users is to include them in the security equation and to construct regulation that assists users in becoming progressively more independent learners about technology.

Reviewing the regulatory approaches of most countries, an approach driven by users’ experience and learning about spam does not appear to be emerging. Users perceive their privacy interests, control over their inbox and ability to protect themselves against financial data being stolen online as intrinsically interwoven. Users seek an end-to-end solution. Meanwhile, legislative approaches are usually compartmentalized, rarely discussing computer intrusion concerns as part of spam regulation and rarely providing a concrete course of action for a victimized user.
3.2
Stopping the “Spam Red Queen Effect” 

An arms race exists between spammers and the technologists who fight them. This dynamic set of interactions in the spam arms race might be termed the “Spam Red Queen Effect.”
 In the context of spam, this Red Queen Effect involves spammers working to write spam dissemination programs which can circumvent current technological anti-spam protections in place,
 while, simultaneously, the leading minds in industry at entities such as Microsoft and Yahoo! race against them to foil these new spamming products. For instance, when industry resorted to puzzles that required human input to enable transaction processing, it is believed that spammers outsourced the human labor of performing these puzzles called human interactive proofs or HIPs
 to workers in developing countries.
 It is part of this evolutionary research and development process of spammers that has also lead to the merger of virus writers and spammers and the ascendancy of malspam and phishing; spammers are innovating to stay one step ahead of technological spam regulation. Information criminals’ ability to continue their activities is dependent on their ability to constantly innovate, which they will undoubtedly continue to do successfully.

Although keeping up with spammer innovation is critical, the current arms race is part of what has pushed spammers toward increasing criminality. This continuing escalation will inevitably result in spammer attempts to compromise increasingly more sensitive infrastructures. The idea of a botnet army turning on its owners and their critical infrastructures was a thing of science fiction for most people ten years ago; today, it is entirely plausible. A new type of regulatory approach focused on long term technology and legal solutions is needed more critically than another round of small technology “fixes.” Technology alone will never solve the social problem of spam; coordinated long term efforts among technologists, lawyers, regulators and users are needed.  
3.3   Working toward a Race to the Top and Preventing a Race to the Bottom

Returning to a classical debate in corporate law theory about jurisdictions and regulatory competition, any spam regulation, whether technological or legal, can contribute to jurisdictional competition for spammers and users. Regulators should be sensitive to the dynamics of organizational code their work sets in motion. In other words, every policy initiative should be carefully analyzed to determine whether the resulting strategic interactions of players in the marketplace will occasion a “race to the bottom”
 or a “race to the top”
 for spam policy. Current regulatory efforts to date both on the technology end and on the legal end appear to have fallen short in this regard of working toward encouraging a race to the top.  In the United States, the CAN-SPAM Act has been largely ignored or only superficially followed.  DomainKeys has already been broken prior to large scale implementation.  

Perhaps more promising regulatory approaches are those which attack not the spam itself, but the international infrastructures that enable the industry to exist, such as those of financial intermediation and money transfers. Perhaps through refocusing our efforts not solely on the spam itself but on these structures which indirectly buttress it, a coordinated effort will produce greater results. For example, part of the problem stems from spammers getting access to email lists through security breaches.  Remedying problems of weak enterprise security will have positive ripple effects into the spam problem, and prosecuting breaches of information security by insiders may lead to spammers purchasing the stolen information.
 By encouraging a race to the top in other areas of law and international cooperation through the vehicle of spam, a race to the top in the area of spam regulation is similarly more likely.
4.   The Legal Answer:  A Pro-Active International Legal Approach

Two important legal lessons can be learned from the evolution of the spam problem. First, the spam problem demonstrates that technologists cannot always solve technology policy problems. Some technology-caused problems trigger social problems that extend far outside the realm of bits and bytes. When average consumers become a technology’s end users, a boundary is crossed that incentivizes information crime and a Red Queen Effect scenario is likely to develop, putting technologists into an arms race. Second, narrow technology-specific regulatory solutions to these problems will also usually fail at the point a Red Queen Effect begins. At that point, it is too late for a narrow, technology-specific legal solution to be effective; market incentives for information criminals are too strong. Crafting a narrow legislative approach merely enables spammers to morph the regulated technology to easily fall outside the legislative parameters.

Existence of a Red Queen Effect signals a technology policy failure and only a cooperative multilateral effort across legal regimes can address the problem. The case of spam, especially malspam, in its current incarnation forces us to address complicated legal questions surrounding information markets generally. The markets in personally identifiable consumer information have expanded in scope dramatically since the mainstreaming of the internet, and law has been slow to respond.   Regulating these information markets and the businesses that they foster presents the only long-term solution to the problems raised by spam.    

As data breaches and losses of consumer information by governments and corporate entities become more frequent, the connection between these security breaches and the escalation of the spam problem should be recognized. A successful technological and legal regulatory approach will harmonize the impact of technology and law to consider data security, privacy, criminal intrusion, spam regulation and user recourse in one, internally consistent package. The judicial and legislative approaches to criminal computer intrusion law and civil recourse for spam, at least in the United States, have been inconsistent. Recourse for privacy breaches is only now being debated. 
Legally defining adequate standards of care for consumer data through uniform legislation and, in common law countries, court decisions developing law of data negligence and due care can begin to chip away at the spam problem. Only a holistic legal approach of this sort can generate market forces to make spam less profitable.  Through making customer lists more difficult to obtain, we raise the costs of spamming. By legally mandating reasonable pre-emptive data security precautions, we help businesses and governments help themselves with the spam problem and data vulnerability generally. Costs of spamming can be further increased through allocating legislative attention to the consumer education side of the problem discussed earlier. When carefully crafted comprehensive data security regulation begins to work in tandem with technological measures and a more educated user base, problems of spam and malspam will begin to slow in their development. 

However, even this broader legislative approach to problems such as spam will fail until the international legal underpinnings of a successful regime are put in place. On an international level, gaps in legal frameworks not specific to spam pose obstacles to a coherent spam regime. Efforts should be refocused on an international basis on harmonizing three key legal areas – contract law, computer intrusion and information theft law, and law related to international jurisdiction and judgments. Because of the definitional subjectivity of spam, the primary common threat that separates spam from nonspam is whether the user wished to receive the particular email, i.e. user consent, a contract law concept. Even when consumer consent exists, the behavior of the spam in question can exceed the boundary of that consent and harm the consumer in a criminal manner. Criminal computer intrusion law is then triggered and an intent-based legal regime for addressing spam may hold more promise. Finally, because an information criminal can conduct operations from anywhere is the world, international conventions on jurisdiction, judgments and extradition are required to eliminate jurisdictional arbitrage by spammers. For example, the proposed Hague Convention on Jurisdiction and Foreign Judgments in Civil and Commercial Matters
 appears stalled, which is a disincentive to entities who might otherwise be inclined to sue spammers in foreign jurisdictions and an incentive to spammer mobility. Similarly, the international Convention on Cybercrime has not been universally ratified, with the United States Congress ratifying the US joining in August 2006.
 Consequently, any meaningful legislative approach to spam must consciously address these legislative obstacles and contemplate recourse end-to-end for spam abuses.   Through focusing on the evolutionary nature of spam and assessing these bodies of law in tandem, technological tools and legal recourse can be more effectively crafted.  

Finally, a dose of legal reality in our approaches in required. A goal of eliminating all spam is neither achievable nor is it even necessarily optimal in a world of scarce enforcement resources; instead, the legal goal is better articulated as attempting to dissuade the majority of would-be information thieves from engaging in this behavior.  The most determined information criminals will find a way to thwart our best legal and technological efforts, but currently even relatively unskilled thieves succeed. An achievable goal is creating a system that minimizes the percentage of information criminals with the resources and technology skills needed to keep their enterprise profitable. At the point the vast majority of would-be information criminals are deterred, we will have achieved an excellent legal starting point. We are not yet there.
5.  Conclusion

Spam has been technologically transformed in the last decade from primarily relatively harmless commercial speech to a critical security issue which poses a threat to the viability of international infrastructures. Consequently, our legal and policy frameworks for analysis of the spam problem must be reassessed accordingly. As greater numbers of security-compromised computers become harnessed by spammers for criminal activity, new and more serious modes of criminality will arise. Crafting a cooperative, international approach to the spam problem that generates cooperation among users, technologists and lawyers presents an urgent undertaking.  
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