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Andrew Adams

University of Reading, UK   

Topics: 
law/films/surveillance

“From 1984 to V for Vendetta via Minority Report”

Dystopian science fiction frequently uses state surveillance as a significant tool of the authoritarian regime. The role of various combined social/technology elements in maintaining such a regime and its combination with legal power is a frequent theme, as are the socio-technical means used by resistors to oppose the system. How does the portrayal of these systems influence research, development, deployment and regulation of surveillance technologies? Are the flights of fancy so obviously impossible as to re-assure the general public that the surveillance state is not a possibility, thus allowing for the deployment and laissez faire regulation of surveillance technologies?

Alternatively, are the images of the potential of surveillance states motivating resistance to sensible applications of law enforcement agency information gathering, technological research and balanced data protection laws? Is the emphasis in fiction on the surveillance state distracting people from the greater threat of the commercial surveillance society?

As the industrialised world becomes ever more risk intolerant to certain kinds of risk (combined with an incredible lack of ability to accurately judge risks), it has been suggested that we are developing more and more actuarial approaches to justice. This situation has been particularly prevalent in security response to the 9/11 attacks and the threat from Al Qaeda, and in dealing with sex offenders, particularly paedophilican sex offenders. As more and more surveillance becomes possible and computers are more and more able to precisely calculate risks, though usually at a level of precision far greater than their possible accuracy, are we walking into a society where all deviations from the norm will be surveilled and measured, with those deemed "too much of a risk" ostracised, excluded and disenfranchised a-la the Permanent Probationers of Brin's Sundiver?

Fernando Barrio

London Metropolitan University


Topics:


“The moral rights of the morally wrong: international issues on the commercialization and protection of the pornographic Japanese manga”

Most readers and lovers of Japanese manga living outside Japan, tend to assume that their hobby or passion is shared mostly by young “aficionados” who also enjoy the exquisite drawings, the ultra violent settings and the sometimes bizarre dialogue. However, they might be surprised to discover that many if not most of their hobby-mates are middle-aged males who can be often seen reading very explicitly pornographic manga (including images of teen pornography and sado-masochism) in the subways of Japan, right next to a primary school or a high school student. When asked to defend their reading habit, they might argue that readers should have the right to enjoy their space of privacy even in a public place (as in Peck v. the United Kingdom) – but  things may get a little murkier when the same kind of material is uploaded and shared in cyberspace.

The paper analyses the several contradictions posed by the criminalisation of copyright infringement, and the requirement to use public resources to prosecute copyright infringers when the copyrighted work is one that a society might deem immoral or reprehensible. It analyses the conflicts that might arise when copyright protection collides with different rules set up to prohibit or discourage the commercialisation and/or distribution of pornography.
Gillian Black

University of Edinburgh

Topics:

Abbe Brown

University of Edinburgh

Topics: Law/community/borders/fragmentation/harmonisation
“Must Worlds Collide? Real and Virtual Property Worlds”

Early legal development was based on geography. Countries developed their own laws; sometimes in harmony (see international intellectual property (“IP”) conventions, such as Berne and Paris) and sometimes in conflict (see differences between Scots and English property laws). Practical difficulties arising fuelled pressure for some harmonisation or mutual recognition of laws, such as through regional or international organisations.    

Then there was the internet. The Distance Selling Directive, UDRP, WSIS and decisions such as Euromarket Designs v Peters and Yahoo/Nazi memorabilia confirm that law is (now?) established in the online world. Courts, policy makers and legislators, nationally, regionally and internationally apply existing laws and develop ones; based on application of one country/region’s laws to others, or establishing global legal umbrellas.       

But scientific and technological progress continues, with creation of virtual worlds (eg Second Life, Activeworlds, Terra Nova) and shrinking differences between these and other worlds (see End of Cyberspace, Semapedia).  Dan Hunter termed this “mesh”.  What is law’s role in “mesh”? Will all be part of it? Will some live largely offline, outside, speaking to humans? Will others live largely online, through and with avatars, playing MMORPGS? Will others send emails, read blogs and shop online, while also enjoying old style social interaction and books? Are there distinct groups?   

Can present legal systems deal with this? Will there be cross over, and disputes?  Should there be treaties between (different?) online communities and terrestrial sovereign nations? New forms of dispute resolution? Virtual customs clearance? Virtual IP portfolios? Pan-Virtual and state IP rights? 

This paper will assess movement towards such arrangements, lessons of legal history, and whether the future of technology and law is indeed a brave new world or more a case of plus ca change….    
Roger Burton West

British and Irish Legal Information Institute
Topics: 

   
“The innards of BAILII: opening internal interfaces”
Deep linking has gone out of fashion with the growth of commercial web sites. BAILII aims to reverse this trend and actively encourages users to link directly to relevant material, for example when preparing VLEs, without requiring "gatekeepers" in the form of login pages or session management.

Linkage to BAILII materials is now possible down to the paragraph level in many cases. Stable URLs, stored searches, an automated reference markup system and a growing citation database allow BAILII to offer a wide range of access points, whether to individual items or to lists of material dealing with specific terms.

Planned growth includes the possibility of linking automatically to cited material held elsewhere on the LII network, as well as the provision of a network of geographically dispersed servers to minimise long-distance internet traffic.
Ray Corrigan   
Open University, UK
   
Topics: 
law/entropy

“The Second Law and Rivalrous Digital Information (Or Maxwell's Demon in an Information Age)”

Over thirty years ago Nicholas Georgescu-Roegen, in an extraordinary book The Entropy Law and the Economic Process opened up a whole new branch of environmental economics, exploring the impact of a fundamental, though not widely known, law of nature, the second law of thermodynamics, on the economic process.  The 2nd law of thermodynamics basically says that when energy gets transformed some of it always gets wasted.  No matter how efficient we make any machine it will always waste energy to some degree.

This has implications for the knowledge society.  There is a widespread belief that once information is digitised it can be copied and distributed at zero marginal cost but digital information fundamentally depends on access to a source of energy.  And it turns out that large data centres and servers use up a lot of energy.  The big technology companies' energy bills can run into hundreds of millions of dollars.  In a world facing an energy crisis that means digital information is a little more rivalrous than we originally thought...

Lilian Edwards
University of Edinburgh, UK
Topics: EBay reputation; virtual property; personality rights in cyberspace; software vulnerabilities.

“Constructing Virtual Properties: What Do Avatars, Feedback and Exploits Have in Common?”
Nicholas Gervassis

University of Edinburgh

Topics: Law/ Fan Fiction / Intellectual Property
“When James T. Kirk met Buffy: Legal Facts and Fan Fiction”

Early on turning public, the Net was rendered sort of habitual ground for the genre fandom geek subculture, due to its primary function as a long distance information hosting and exchanging space. As fascination with very specific areas of contemporary popular culture would rarely find reflections in their proximate social environments, devoted fans of movies, TV series or comic books would take refuge on the online network premises to communicate their passion with other individuals or groups that bore similar tastes and degree of excitement. 

Apart from inspired news-groups and chat-rooms discussions over topics within the identified sphere of likings, the writing and uploading on the Internet of fiction based on characters and settings from popular entertainment and cultural works has been established as the most prominent expression of online fandom. The term “fan fiction” describes this adaptation of the original idea as deriving from personal admiration towards the existing creation.

With authors/fans taking (frequently extreme) liberties over the engaged themes without the approval of the original works’ creators, fan fiction has been attacked on extenuating the artistic integrity and quality of legally protected material.

While within the definition of fan fiction are included various art forms, the presentation will focus on literature derivative works and will discuss the involved legal issues.

Andrea Glorioso
Digital Policy
Topics: Copyright/ intellectual property/ licenses
“Some Reflections on the Political Economy of Copyright Licenses

Once upon a time, copyright law was an obscure topic that only a handful of prospective lawyers would specialize on, hoping to dig their own niche in the overcrowded market of the legal profession. Later on, several factors - including, but not limited to, the explosion of digital technologies - brought copyright onto the center of the stage.  The once obscure branch of private law became a central topic of the discourse on and around the "information society".

Relevant to this informational shift from copyright-as-technique towards copyright-as-politics is the phenomenon (of which one of the earliest incarnation is arguably the GNU General Public License by the Free Software Foundation) of using copyright licenses as an instrument for political and social action.

Ranging from the preamble of the GNU GPL, which has an informative function for licensees and is arguably a small manifesto by itself, to several passages of the new version of this license; from so-called “ethical licenses”, such as the Hacktivismo Enhanced-Source Software License Agreement, restricting the “fields of use” available to licensees, to experiments that could be hardly qualified as copyright licenses at all, such as the Libre Commons Licenses; these examples, and other that will be discussed in the course of this work, constitute a clear example of how copyright and the underlying contractual mechanisms have become a vehicle for political action.

Such a trend rises several questions: what is the legal value of declarations of principle in a contract?  To what extent should a judge use such declarations as a tool for interpretation? Why do licenses' drafters insert such statements in legal texts? What is the role of such statements in the complex sociopolitical dynamics that underpin the related communities of practice?  How do recent trends in copyright law, with the emergence of new “rights to use” and “rights to access” works, map to this shift from a purely legal to a political discourse?

The author is attempting to build a first categorization of the many examples of “political copyright licenses”, with the aim to explore their political economy and social dynamics, using both legal and sociological instruments to conduct this research.

Adriaan de Groot 

K Desktop Environment [kde.org]

Topics:

“Open Source Killer Robots”

Killer robots are a common theme in science fiction, especially from the 50s when software was closed and surrounded by mystery. Programming goes wrong, the machine goes haywire and mayhem ensues. CRUSH ALL HUMANS!

Open Source software comes with the freedom to examine the source. What does this mean for the chances and liabilities for killer robot behavior? Does the availability of the source automatically alleviate the risks? We examine the possibilities for malicious code hiding and the possibilities for detecting evil intent in the programming in robots. While

Open Source *allows* users to examine the source code it does not require them to -- nor anyone else to do so. It is a box that can be opened, but might be left closed, just like that last box left over on moving day.

The personal responsibility of persons using Open Source software is not mitigated by the unused possibilities. The warranty disclaims all responsibility. So what can we do? How can we attack the problem of hidden code, malicious extensions and potential mayhem?
Andrés Guadamuz     

University of Edinburgh   

Topics:
law/technophobia/films
“Killer Robots, Evil Scientists and Other Tales of Woe: How Technophobia in Culture Affects the Law”

Technological change has now become overwhelming; it seems like every time one reads the papers there is a new technological advance advertised, more ways of making our lives easier, longer and better through the application of technology. It is now hard to think of a world without telephones, electricity, cars, television and the Internet. Humans are fast becoming more and more dependent on technology for every aspect of our lives. 

The omnipresence of technological innovation does not suit everybody. Despite the many advances and tangible benefits awarded by technology, there are still many dissonant voices that disagree with the optimistic view that heralds the coming of a future technotopia. New Age gurus, environmental advocates, alternative medicine practitioners, anti-globalisation protesters, religious fundamentalists, ideologues and academics, the number of people dissatisfied with the modern technological society appears to be growing every day. 

Such technophobic tendencies may be the cause of an entrenched negative portrayal of technology in cultural outputs. The paper will list some of the most prevalent memes in popular culture with regards to technology, and it will propose that such portrayals translate eventually into policy and law-making in a surprising number of instances.  From Genesis to The Matrix, the hypothesis is that the law may be responding to innovation in the wrong way because Western culture has a love-hate relationship with technology.  

Jordan Hatcher 
University of Edinburgh

Topics: 
law/anime
“Law, Anime and Fansubs”
The advent of digital technology and increased global connectivity has, to put it mildly, caused some ripples for the entertainment industry specifically and copyright law generally. In the aftermath, many are searching for new ways to incorporate the benefits of digital copies and the internet while minimizing the harms. To some, the anime industry and its fans offer examples of how an industry can benefit and even grow from allowing copyright infringement.

 This presentation (and accompanying article) examines the anime industry in-depth with this suggestion in mind and places the industry among current copyright policy debates, such as those suggested by Lawrence Lessig.
Thomas Otter 

University of Karlsruhe
Topics:

“Data Protection: The Cinderella of the software industry”

There is a fast growing field of interdisciplinary research that is investigating the relationship between software (“code”) and law.  This paper builds on that research and attempts to show that the coding of law into enterprise applications is haphazard. Some laws receive significant attention from software makers and others do not. This paper will contrast the reactions of the software industry to data protection-privacy law and the Sarbanes-Oxley Act, attempt to explain why, and suggest some solutions.

Judith Rauhofer
Liverpool John Moores University, UK  
Topics: 
law/tech/novels/films/surveillance

“Defence against the Dark Arts: How the British Response to the Terrorist Threat Is Parodied in J K Rowling’s “Harry Potter and the Half Blood Prince”

The Harry Potter phenomenon has astounded many because of its success with the adult reader. An explanation for this (at least in the UK) may be because of the many similarities between the fantasy world Rowling has created and recent historical and political events. In Book 6, in particular, Rowling draws parallels between the anti-Voldemort security measures taken by the Ministry of Magic and the legal and political developments in the area of counter-terrorism since 2001. This paper will examine measures taken by the UK Government in the area of surveillance, detention without trial and national identity cards and will analyse the way in which those measures are in conflict with many of the values it purported to espouse when it first came to power. It will also look at how these measures threaten to tear the fabric of societal consensus when it comes to the correct way to prevent further terrorist attacks and how anti-terrorist measures themselves might result in the recruitment of new terrorists.

Burkhard Schafer
University of Edinburgh, UK


Topics:


“De minime non curat lex – an obstacle for  internet governance? ”
One of the most interesting features of the internet is its ability to co-ordinate a large number of in themselves small and insignificant actions into something with potentially massive impact. Projects such as SETI@home and other projects of distributed computing probably best exemplify this unique feature of internet facilitated activities.  Closer to home, the ability to mobilise globally large numbers of citizens into political action, for instance through online petitions, has been identified as a qualitatively different feature of e-governance. 

However, the qualitative leaps that can occur through the co-ordination of very large numbers of individual events also poses new conceptual problems for legal regulation. The paper analyses three scenarios where actions that are in themselves insignificant and arguably legal mutate through their global co-ordination into something potentially harmful and, if not illegal already, in need of regulation. 

We will analyse briefly, the following three phenomena:

a) denial of service attacks

b) autonomous agents as “baits” in sting operations

c) the gawker/Stalker website

and discuss the question whether the “de minime” principle stands n the way of an efficient regulation of these (ab)uses of technology, discuss existing approaches to overcome its shortcomings (through procedures such as class actions, e.g.) and finally ask if they necessitate an even more far reaching “ontological” reconceptualisation of what is meant by an ”illegal event” – in particular, if it is conceptually sound to conceive of a type of crime whose constituent parts are all legal activities. 

Nic Suzor 
Queensland University of Technology, Faculty of Law, Australia
Topics:
governance/regulation

“Governance in Virtual Worlds”

Virtual worlds are becoming increasingly popular and diverse. The immersive nature of these worlds challenges us to consider concepts of place, social relationships, economics, property, and many other aspects of social life. These worlds provide an excellent opportunity for interaction, learning, and research, as well as raising some very interesting questions about culture, regulation, property, and society.

This paper will consider the theoretical basis for legitimate domination in virtual worlds. Modern virtual worlds are large commercial enterprises, and the owners of these spaces are predominantly cast as (mostly-)benign dictators. This provides an immediate source of conflict for relationships between participants and the administration, particularly where participants are responsible for a large proportion of the value of these spaces. It is not, however, clear whether or not this form of social organisation exists out of necessity. The first objective of this paper will be to examine whether and when consensus governance models can be appropriate within virtual worlds.

The second objective of this paper will be to consider to what extent a functioning virtual government can be considered sovereign, and on what grounds territorial sovereigns may legitimately exercise authority over the owners, participants, and relationships within virtual worlds. As the barriers between real- and virtual-world economies become more porous, how will they be regulated by territorial-based law? Crime, fraud, and taxation are some of the more obvious interests states will have in these virtual spaces, but these factors are by no means exclusive. As these worlds grow, and individuals invest more of their time, money, and social capital inside, what duties and responsibilities will we assign to the operators of the worlds? The fundamental question then is: when can disputes and relationships within virtual worlds be resolved and governed internally, and when must other states interfere?

Caroline Wilson
   
University of Southampton, UK 

Topics:
law/technology/online identity/privacy

“Online and Offline Identity: Introducing the Janus Hypothesis”

Internet technologies facilitate 'virtual' social interaction and, amongst the segment of the population of the developed world that is under 25 years old, a significant portion of their social interaction has, and does, occur online.  From the extremes of the Japanese otaku to a child in the playground enthusiastically texting the friend sitting next to her - there is growing evidence that many young people prefer online social activities to face-to-face social interaction, yet the opposite position prevails within older segments of the population.  Why is this the case?  Is it significant?  By way of explanation, this paper will introduce what the author has termed the Janus hypothesis - a theory that the context of socialisation (i.e. online/offline) in a child's formative years is determinative in the development of personal concepts of identity and, in particular, the delineation of the private and public  self.  The author will draw upon scientific and social evidence from a range of fields in support of this hypothesis and will go on to speculate on the significance of the Janus hypothesis within one arena - legal notions of privacy.
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