


IN THE BEGINNING...




THE WARGAMES INTERNET







THE HIVE INTERNET




Decentralised
Resilient

Fast replication of information
Damage to the system is rerouted
Difficult to regulate

Did | mention decentralised?



HOWEVER...




Filtering: [l Pervasive B substantial [ Nominal [ indirect || watchlist



SO WE ARE BACK TO THE 80S







The Central American Capsize: (Dec 2007) A
submarine fault eliminates all broadband speed for all
Central America.

The Pakistani Panic: (Feb 2008) Pakistani censorship
instruction gets infected to the entire internet,
blacking out YouTube for hours.

The Scorpion Scandal: (Dec 2008) UK’s Internet
Watch Foundation blacklisted a Wikipedia page
containing a morally dubious album cover from
German band Scorpions. This affected normal service
across several ISPs.
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May 2007: Estonia hit by cyber-attacks that bring
down much of the e-government infrastructure.

August 7, 2008: Russian intelligence accused of
releasing instructions to the Russian hacker
community ahead of attack on Georgia.

August 8, 2008: Georgian banks, telecommunication
networks, government websites, and news agencies
hit by hacker attacks.

August 8-9 2008: Russian planes bomb Georgia,
Russian navy imposes blockade.






Figure 2: What Are the Most Common Methods of Access?
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B Stolen paper mail

W "Friendly” theft
While conducting a transaction
Lostor stolen wallets

B Mystery to consumer




CYBERCRIME 4.0
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: _‘“"’ WAR_MONGER> Come in South East of The
Nl Zoram Strand. Clear out all the mobs. Then
we attack the Keep itself and use the Spell.
| The Oracle says there are 110 Gold and 234
il Silver inside. That's the real target!

2> 110 234 Got it.

/ ® WAR_MONGER> Remember, eliminate all
g castle guards patrolling the road to the Keep,
ISl and kill all other players in the area...
&% then get clear. The Dragon Fire spell will be
- coming through the south gates of the Keep!

8l WAR_MONGER> No one will dance there for
= a hundred years after this spell is cast.
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CONCLUDING...



A CRYPTO NERD'S|

IMAGINATION ¢ |

HIS LAPTOPS ENCRYPTED.
LETS BUILD A MILLION-DOLLAR,
CLUSTER To CRACK \T.

NO Goop! 1T
uoGE -BIT RBA'-
BLPETI OUR
EVIL PLAN
15 FOILED! ™~

1 ACTUALLY HAPPEN:

WHAT WOULD

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH
THIS $5 WRENCH UNTIL
HE TEUS LS THE PASSWORD.
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